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Name of the Department | CYBER SECURITY CELL & DBT-STAR COLLEGE

Name of the Convener Dr.S.S.Sudha

Name of the Coordinator | Dr.R.Kavitha

Title of the Event: b “Cybersafe Essentials: Protecting your Digital World”

Objective of the Event (Max 50 words):

The objective of this event is to educate in the topic is the primary objective of this report is to
educate students on the fundamental principles of cyber safety, empowering them to navigate the
digital world securely and responsibly. Through this report, students will gain a comprehensive
understanding of online threats such as phishing, cyberbullying, and identity theft, and learn
effective strategies to protect their personal information and digital well-being. Additionally,
programs like Telangana's Cyber Congress initiative train students as "cyber ambassadors" to
identify scams and handle cyberbullying, highlighting the effectiveness of peer-led education in
enhancing digital safety awareness. By focusing on these areas, the report seeks to equip students
with the knowledge and skills necessary to protect themselves in the digital realm

Outcome of the Event (Max 100 words):
Enhanced Digital Literacy
 Students will develop the ability to critically assess online content, distinguishing

between credible information and misinformation. This skill is crucial in an era where
digital literacy is essential for informed decision-making and participation in society.
Improved Online Safety Practices
 Through understanding the importance of strong passwords, secure browsing habits, and
privacy settings, students will be better equipped to protect their personal information and
avoid online threats such as identity theft and cyberbullying.
Development of Critical Thinking Skills
o Learning to evaluate the credibility of online information fosters critical thinking,
enabling students to make informed choices and recognize potential risks in the digital
environment.
Cultivation of Responsible Digital Citizenship
e Students will understand their rights and responsibilities online, promoting respectful and
cthical behavior in digital interactions. This awareness contributes to a positive and
supportive online community.
Increased Awareness of Digital Footprints
o Students will learn about the permanence of their online activities and the potential long-
term consequences, such as impacts on future educational and employment opportunities.
Empowerment to Combat Cyberbullying




By recognizing the signs of cyberbullying and understanding its emotional impact,
students will be better prepared to respond appropriately and support peers who may be

affected.
Preparation for Future Digital Challenges

» Equipped with knowledge and skills in digital safety, students will be prepared to
navigate the evolving digital landscape, making informed decisions and contributing

positively to the online world.

Mode: Offline

Venue: Al Block Roll NO-405 Date: 14.03.25

Time:10.30 am

No. of Days: 1

Invitation/Flyer shared link in Institutions social media handlers / Hash Tags -Yes

In- house Beneficiaries:

(Minimum 100 Students | 100 | Faculty 2

Participants) Total Number of
Participants:

External Participants: Students - Faculty _

102

Feedback of the Event: Good
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Summary
STUDENTS HAVE LEARNT THE IMPORTANCE ON:

1. Use Strong, Unique Passwords

Create complex passwords combining uppercase and lowercase letters, numbers, and special
characters. Avoid using easily guessable information like names or birthdates. Consider using a
password manager to securely store and generate unique passwords for each account.

2. Enable Two-Factor Authentication (2FA)

Activate 2FA on your accounts to add an extra layer of security. This typically involves
receiving a one-time code on your mobile device or email, in addition to your password, making
unauthorized access more difficult.

3. Keep Software and Devices Updated

Regularly update your operating system, applications, and antivirus software to patch security
vulnerabilities. Enable automatic updates when possible to ensure timely protection against
emerging threats.

4. Be Cautious with Emails and Links

Avoid clicking on suspicious links or downloading attachments from unknown sources. Phishing
attacks often use deceptive emails to trick you into revealing personal information. Always
verify the authenticity of such communications before taking action.

S. Secure Your Wi-Fi Network

Change default router passwords and use strong encryption methods like WPA3. Disable guest
access if not needed and regularly monitor connected devices to detect unauthorized access.

6. Back Up Your Data Regularly

Implement a backup strategy to protect against data loss due to cyberattacks or hardware failures.
Consider using the 3-2-1 rule: keep three copies of your data, store two on different media, and
one offsite.
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CYBER SECURITY CELL & DBT -STAR COLLEGE

Name of the Department SCI!EME

Name of the Convener Dr.S.S.Sudha

Name of the Coordinator | Dr.R.Kavitha

Title of the Event: “Why Cybersecurity Threats are a Challenge to a organisations and
Countries?”

Objective of the Event (Max 50 words):The objective of this event is to educate participants about
the growing challenges posed by cybersecurity threats to organizations and nations. It aims to
highlight the potential risks, economic and strategic impacts of cyberattacks, and the importance of
robust cybersecurity measures. Additionally, it will explore solutions for effective threat mitigation.

Outcome of the Event (Max 100 words):The outcome of this event will be increased awareness and
understanding of the cybersecurity challenges faced by organizations and countries. Participants will
gain insights into identifying and mitigating potential cyber threats, the importance of proactive
security measures, and the role of cybersecurity in safeguarding critical infrastructure and national
security.

Mode: Online

Date:07.10.2024 Time:10.30 am | No. of Days: 1

Venue:AV Hall
In- house Beneficiaries: - -
(Minimum 100 Students | 100 | Faculty 5 |
Participants) Total Number of 106
Participants:
External Participants: Students - | Faculty _
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SUMMARY

e The event, organized by the Cyber Security Cell and the DBT Star College Scheme, focused on
discussing why cybersecurity threats are significant challenges to organizations and countries. The
session provided a comprehensive understanding of the growing risks in the digital world and
highlighted the importance of cybersecurity in protecting sensitive data and systems.

e Key speakers emphasized how cyber threats, such as hacking, phishing, ransomware, and data
breaches, can severely impact organizations' operations, financial stability, and reputation. The
event also addressed the increasing sophistication of cyberattacks, which can lead to the theft of
intellectual property, disruption of services, and loss of critical infrastructure.

® Moreover, the speakers explored the broader implications of cyber threats at the national level,
stressing how attacks on critical infrastructure, such as power grids or communication networks, can
compromise national security and public safety. They underscored the need for enhanced
collaboration between government agencies, businesses, and individuals to strengthen cybersecurity

measures.

The session concluded with a call for greater awareness, investment in security technologies, and
continuous training to mitigate the risks posed by evolving cyber threats. Participants were encouraged

to adopt proactive cybersecurity practices to safeguard themselves, their organizations, and the nation.
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