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A6 

2241T1A1CP cORE PRACTICAL I:CPROGRAMMING SEMESTER SEMESTER I 

Total Credits: 2 
Total Instructions Hours: 48 h 

S.No List of Experiments 

Program to pertorm various Operators in C 

2 Program to implement Decision making statements in C 

Program to perform lteration statements in C 

4 Program to implement Array concept in C 

Program to perform User-defined functions 

6 Program to perform String Manipulations using Built-in functions 

7 Program to demonstrate handling of preprocessor directives 

8 Program to demonstrate handling of pointers 

9 Program to implement User-defined data types using Union 

10 Program to implement Structure concept 

11 Program to implement File operations 

12 Program to implement Memory Management 

Note: Out of 12 programs 10 mandatory 

DrN:G.Ars and Science Coeg 
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Total Credits:  2 

Total Instructions Hours:  48 h 
 

S.No List of Experiments 

1 Program to implement DDL commands with constraints 

2  Program to implement DML commands 

3 Program to implement different types of function 

4 Program to implement different types of operators 

5 Program to implement different types of Joins 

6 Program to implement  Group By & having clause , Order by clause , 
Indexing and Views 

7 Program to implement aggregate functions 

8 Program to implement packages 

9 Program to implement PL/SQL cursor and exceptions 

10 Program to implement SQL procedures 

11 Program to implement SQL Triggers 

12 

 

Note: Out of 12 programs 10 mandatory    
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Program to prepare report using SQL Queries   
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        SQL AND PL/SQL 
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Course 
Code 

Course Name Category L T P Credit 

224IT1A5CB CYBER SECURITY AND ETHICS CORE 4 1 - 4 

PREAMBLE 

This course has been designed for students to learn and understand  

 •  The objective of this course is to focus on the models, tools, and techniques for enforcement of security. 

 •  Develop an understanding of security policies as well as protocols to implement such policies 

 •  Will gain familiarity with computer network, defenses against them. 

COURSE OUTCOMES 

On the successful completion of the course, students will be able to  

CO 
Number 

CO Statement 
Knowledge 

Level 

CO1 Learn the foundations of Cyber security and threat landscape K3 

CO2 
To equip students with the technical knowledge and skills needed to 
protect and defend against cyber threats and Mobile threats. 

K3 

CO3 
To expose students to governance, regulatory, legal, economic, 
environmental, social and ethical contexts of cyber security 

K4 

CO4 
To systematically educate the necessity to understand the impact of cyber 
crimes and threats with solutions in a global and societal context..  

K4 

CO5 

To select suitable ethical principles and commit to professional 
responsibilities and human values and contribute value and wealth for the 
benefit of the society 

K5 

MAPPING WITH PROGRAMME OUTCOMES 

COs/POs PO1 PO2 PO3 PO4 PO5 

CO1 ✓ ✓  
✓ ✓ 

CO2   
✓  

✓ 

CO3 ✓ ✓  
✓  

CO4  
✓ ✓   

CO5 ✓  
✓  

✓ 

  

 Skill Development  Entrepreneurial Development 

 
Employability 

 
Innovations 

 Intellectual Property Rights  Gender Sensitization 

 
Social Awareness/ Environment   Constitutional Rights/ Human Values/ 

Ethics 

 

 

✓ 

 

 

 

✓ 

 
✓ 

 

✓ 
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224IT1A5CB CYBER SECURITY AND ETHICS  SEMESTER V 

Total Credits:  4 

Total Instruction Hours:  60 h 

Syllabus 

Unit  I Introduction to Cyber Security 12 h 

Cyber Security and Cybercrime Definition and Origins of Cybercrime of the World - 
Cybercrime and Information Security- Classifications of Cybercrime with  
Cyber Security, Cybercrime and the Indian IT Act,2000. Global Perspective on 
Cybercrimes. Cyber Offences & Cybercrime: Cyber Offences - Introduction to 
Cybercrime- Cyber Security Strategic Attacks. 

Unit  II Computer Crime and Security 12 h 

Computer Crime hacking and Security-Computer as Commodities- Theft of 
Intellectual Property. Identity Theft and Identity Fraud: Typologies of Internet 
Theft/ Fraud- Prevalence and Victimology- Physical Methods of Identity Theft- 
Virtual or Internet Facilitated Methods- Crimes Facilitated by Identity Theft/Fraud. 

Unit  III Cyberattacks and Security Breach 12 h 

Attacks that Inflict Damage- Impersonation-Data Theft-Malware-Web Service 

Attacks-Malvertising-Advanced Attacks- Identifying Security Breach: Identifying-

Detecting Convert Breaches. Recovering from a security Breach: Reinstall Damage 

software-Stolen Information. Resetting your Device. 

Unit  IV Cyberspace and Cyber Law  12 h 

 Aspects in Cyber Law - Security Aspects of Cyber Law- Intellectual Property 
Aspects in Cyber law and Evidence- Criminal Aspects in Cyber Law-Global Trends 
in Cyber Law. Legal framework for Electronic Data Interchange Law. Cybercrime 
and Cyber Security: Cyberspace-Cyber law - Cyber Security Policy.                                        
Case Study : Cyber Security Threats in Payment Gateway. 

Unit  V  Overview of Ethics  12 h 

Ethics : Human values and Professional Ethics-  Ethics in the Business World- 
Corporate Social Responsibility- Fostering Corporate Social Responsibility and Good 
Business Ethics- Improving Business Ethics- Ethical Considerations in Decision 
Making- Ethics in Information Technology. Professional Codes of Ethics- 
Professional Organizations- Certifications and Licensing- Encouraging Ethical Use 
of IT Resources among Users. 
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Text Books 

1 
Nilakshi Jain , Ramesh Menon, "Cyber Security and Cyber Laws" , 
Publications : Wiley India Pvt. Ltd., First Edition 2021 

2 
Marjie T.Britz ,"Computer Forensics and Cyber Crime" , Second 
Edition,2022  Pearson 

3 
Joseph Steinberg, ”Cybersecurity for Dummies”,Edition 2020 – Wiley 
Publication. 

References 

1  George Reynolds , "Ethics in Information Technology",  Cengage Learning 
Publication, 6th Edition, 2019 

2 Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal 
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. 2010 

3 https://www.ugc.gov.in/pdfnews/5457035_Cyber-Security-Final.pdf 

4 Cyber Ethics 4.0, Christoph Stuckelberger, Pavan Duggal, by Globethic   
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https://www.amazon.in/s/ref=dp_byline_sr_book_1?ie=UTF8&field-author=Nilakshi+Jain&search-alias=stripbooks
https://www.amazon.in/s/ref=dp_byline_sr_book_2?ie=UTF8&field-author=Ramesh+Menon&search-alias=stripbooks
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