






























24CSP1CC – CORE: INFORMATION SECURITY 

Syllabus: 

 

Unit Content Hrs 
E- Content / 

Resources 

I 

Crypto and symmetric key crypto 

Crypto Basics: Classic Crypto-Modern Crypto - Taxonomy 

of Cryptography and Cryptanalysis - Symmetric Key 

Crypto: Stream Ciphers - A5/1 - RC4 - Block Ciphers - DES 

- Triple DES - AES - Block Cipher Modes - Integrity. 

12 Text Book 

II 

Public key Crypto 

RSA - Diffie Hellman - Elliptic Curve Cryptography - 

Public Key Notation - Uses for Public Key Infrastructure - 

Hash Functions: Cryptographic Hash Functions - Non 

Cryptographic Hashes - Uses for Hash Functions. 

12 Reference Book 

III 

Advanced Cryptanalysis 

Enigma: Enigma Cipher Machine - Enigma Key Space - 

Rotors - Enigma Attack - RC4 in WEP: RC4 Algorithm - 

RC4 Cryptanalytic Attack - Preventing Attacks on RC4 - 

Linear and Differential Cryptanalysis: Tiny DES - 

Differential Cryptanalysis of TDES - Linear Cryptanalysis 

of TDES - RSA Timing Attack. 

12 Text Book 

IV 

Authentication and Authorization 

Authentication: Authentication Methods - Passwords - 

Biometrics - Two Factor Authentication - Single Sign-On 

and Web Cookies - Authorization: Evolution of 

Authorization - Access Control Matrix - Multilevel Security 

Models - Firewalls - Intrusion Detection Systems. 

12 NPTEL 

V 

Authentication and Real-World Security Protocols 

Authentication protocols: Simple Security Protocols - 

Authentication Protocols - Authentication using Symmetric 

and Public Keys - Session Keys - Authentication and TCP - 

Zero Knowledge Proofs - Real World Security Protocols: 

SSH - SSL - IPSec. 

Case Study: Security Issues - issues in Internet of Things 

(IoT) based Applications 

12 
You Tube 

Videos 

 

 

Text book 1. Mark Stamp,2018,"Information Security: Principles and Practice", Wiley 

Publications, Second Edition 

 2. Jim Keogh, 2002, "J2EE: The Complete Reference", McGraw Hill Education 

(Unit III – V) 
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https://vdoc.pub/author/jim-keogh


Referenc

e Books 

1. Kim, David, Solomon, Michael G, 2018, "Fundamentals of information systems 

security", Jones & Bartlett Learning 

2. Jason Andress, 2019, "Foundations of Information Security: A Straightforward 

Introduction", No Starch Press 

3. Andrej Volchkov, 2019, "Information Security Governance Framework and 

Toolset for CISOs and Decision Makers", Auerbach Publications 

4. Nina Godbole, 2017, "Information Systems Security, 2ed: Security Management, 

Metrics, Frameworks and Best Practices", Second Edition, Wiley 

 

 

 

 

Journal and Magazines https://www.infosecurity-magazine.com/ 

E-Resources and Website https://www.geeksforgeeks.org 

https://www.javatpoint.com 

 

Learning Methods Chalk and Talk / Assignment / Seminar 

 

Focus of the Course Skill Development / Employability  
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https://www.javatpoint.com/java-tutorial















































































